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Amazon Cloud Installation Technical Guide

1. Overview

1.1 Process
The basic steps to installing PatientOS on the Amazon cloud are as follows

a) Backend System
a. Install the PatientOS software.

b. Create a PostgreSQL database

c. Import the PatientOS database contents.
d. Start the PatientOS application server.
e. Start the PatientOS client.

1.2 Definitions

POS Refers to the PatientOS software as a system.

Java Programming language developed by Sun

PostgreSQL An Open Source (free) database server, an alternative Oracle, SQLServer, etc.
Application Server The ‘backend’ J2EE server which clients connect to.

Client The rich (fat) client graphic user interface (GUI) with which the users interact.
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2. Amazon Cloud

Follow the Amazon specific instructions to setup an account and get the command line tools needed to create our Linux
server.

http://docs.amazonwebservices.com/AWSEC2/2008-05-05/GettingStartedGuide/

21 Environment
Here are the commands I used to setup my environment

C:sdevslocalvamazon>dir *_pem
Uplume in drive C hasz no lahbel.
Uolume Serial Humber is 946C-859C

Directory of C:indevslocal“amazon

@5.11,2088 11:25 PM 916 cert—63T3TNVEL I - -
@5./11.,2008 11:25 PM 926 pk-63T3TNVBLI GGG -
2 File<s> 1,842 hytes
B Dirt=s> GLGH_526.121.984 bytes free
C:sdevslocalsamazonX*set ECZ2_HOME=c:“dev~local~ama=zon
C:sdevslocalsamazon*set PATH=+PATH: ;= ECZ2_HOME:x“~hin
C=~dev~local~amazon¥set EC2_PRIVATE_KEY=pk-63T3THNVEIIINEEEEEEEEEE - -
C=~dev~local~amazon¥set EC2_CERT=cert—63T3THVELIININIGIGIGTGTGTNTNGNGEGEGEGEGEEEEEEE . -

C:sdevslocalsamazon}

2.2 Start an instance of Ubuntu

This command starts a medium size instance with an Ubuntu Hardy 8.0.4 32 bit desktop install

ec2-run-instances ami-f39e7a%a -t cl.medium -k gsg-keypair

The command output returns the instance number which we will use to control the system.

Cisdevslocalsamazonrec2—run—instances ami-—-f3?e7a%a —t cl.medium -k gsg—-keypair
RESERUATION r—1d8d5a74 8491686871163 default
IﬂSTHNGE i—f2d578%h ami—f3?e7a%a pending gsg—keup

a cl.mediam 20808-BA8-27T18:25:52 +B08A us—east—
aki—aicf9ce ari—aSicf9cc

C:sdevslocalsamazon >

Wait a minute before continuing.
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2.3 Connect to instance

The first command shows the instance information, the other commands ensure you can connect to the server.

Allow a few minutes for the instance to start. Once you describe the instances and can see the DNS address
(xxxx.amazonaws.com) you are ready to continue.

ec2-describe-instances

ec2-authorize default -p 22
ec2-authorize default -p 80
ec2-authorize default -p 443

Repeat the ec2-describe-instances command until ‘pending’ changes to a DNS name in the format ec2-nn-nnn-nn-
255.compute-1.amazonaws.com

indevslocalvwamazon>ec2—describe—instances
[RESERUAT I OM r—1d8d5a74 847106871163 default
i—f2d578%h ami—f3%eYa%a ec2-75-181-282-226 .compute—1.ama
onaws .com ip—18-258-83-113.ec2.internal running gsg—-keypair a
cl.medium 2008-88-27T18:25:52+A00A us—east—1c aki-a?lic
ari-ablicfPcc

sndevslocalvwamazonrec2—authorize default —p 22
lient.InvalidPermission.Duplicate: The permission "H.8.8.8-8-1-22-22' has alrea
y bheen authorized on the specified group

tndevslocalvwamazonrecZ2—authorize default —p 88
lient.InvalidPermission.Duplicate: The permission "H.8.8.8-8-1-88-88" has alrea
y been authorized on the specified group

tsdevslocalvamazon»ecZ—authorize default —p 443
lient.InvalidPermission.Duplicate: The permission "B.8.8.8-8-1-443-443' has alr
eady been authorized on the specified group

ndevslocalvsamazon >

Now use SSH (or Putty on Windows using the Connection>SSH-> Auth > Private key for authentication) to connect to the
server. You must use your secure key (configuration is specific to your SSH installation).

ssh ec2-67-202-48-202.compute-1.amazonaws.com
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3. Software Installation
31 PatientOS Download

Download the software

cd /usr/local
wget http://downloads.sourceforge.net/patientos/patientos-086-setup.tar.gz

# root@ip-10-250-83-113: /usr/local

Thuntu 5.04 h: AMTI built by Eric Hammond

stic.com http: 2ubuntu—group. not long. com

1 wget http:; ownloads.sourceforge.net/p

.zourceforge. net/patients

connected.

HTTF rem

[follow
http

HTTF rem
Length:

0% [ ] 1,035,0
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3.2 PatientOS Installation
3.2.1  Unzip

Unzip the file and expand the archive in your chosen directory. A single subdirectory patientos will be created from your
current directory.

gzip -d patientos-086-setup.tar.gz
tar -xf patientos-086-setup.tar

3.3 PostgreSQL Installation

3.3.1 Software
PostgreSQL is not included in the Amazon Hardy install. Execute the following command as root (press Y when prompted).

sudo aptitude install postgresqgl

Edit the postgresql.conf file and ensure that listen addresses does not have a # comment symbol in the line, it should read

vi /etc/postgresql/8.3/main/postgresql.conf

vi commands:
/Iisten (and enter to search for the word listen)

0 (beginning of line)
X (delete the #)

listen addresses = '*'

W( (saves the change)
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Database Installation

34 Initial Cluster — Create Database

Before the PatientOS can start properly a database is needed with a username and password the application server can
connect to. There also needs to be PatientOS specific contents in the database.

mkdir -p /usr/local/pgsqgl/data

chown -R postgres /usr/local/pgsqgl

sSu - postgres

/usr/lib/postgresgl/8.3/bin/initdb -D /usr/local/pgsqgl/data
exit

/etc/init.d/postgresql-8.3 start

sSu - postgres

createdb -E UTF8 demopos

-00-D&-Z1:~# mkdir -p

2r/ libh/postgresgl, fbindinitdh  -D fus

tetn will ke owned by user "postcgres™.,

[aF]
=
=

ialized with local
rordingly been :

= .
—
1]

m

I

La
=
=

it |

=

m}
H
i}

Ccopying
Copying

WARMIDG:

1 Can o

time ywou run initdb.
¥ou can now start th atabase =erver using:
fusr/lib/ postgresgl/ i /bind/postgres -D fusr/ local/pgsgl/data

Ausr/ lib/postgre: dhindpy ctl -D Susr/local/ gl/data -1 logfile =St

tgresfdomI-12-31-39-00-D8-21:~3%
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Create Database Login

Create the demopos user and grant privileges for the demopos database

createuser -P demopos

Enter the password demopos twice and then enter y to be a super user.

% createuser -P demopos
Enter password for new role:
Enter it

all the new role be a superuser? (v/n) v

Grant privileges for the demopos database

psgl -t templatel
grant all on database demopos to demopos;
\q

Edit pg_hba.conf and add lines for demopos to grant access to connect to the database on localhost

vi /etc/postgresqgl/8.3/main/pg hba.conf

local all all password
host all all 127.0.0.1/32 password
host all all ::1/128 password

password is needed so that the user can login without being the same operating system user name

Any changes to pg_hba.conf and you must restart the server (logged in as root)

exit
/etc/init.d/postgresql-8.3 stop
/etc/init.d/postgresql-8.3 start
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3.4.1  Import PatientOS Database Contents

Execute the psql command to load the DEMO database.sql file.

psgl -U demopos demopos < /usr/local/patientos/086/server/database/database.sqgl

Many COMMENT, CREATE and ALTER commands will scroll by. There will be a couple of “role does not exist” errors
near the end of the output that can be ignored.
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4. Start Application

4.1 Application Server

The application server can now be started. The following command will run the server in the background until stopped.

Create a user patientos and assign ownership to the file

useradd patientos

mkdir /home/patientos

chown patientos /home/patientos

chown -R patientos /usr/local/patientos/086
passwd patientos

(assign a password for the login)

su - patientos
cd /usr/local/patientos/086/server/appserver/bin
nohup ./appserver.sh > appserver.log 2>&l &

Monitor the log file

tail -f appserver.log

Wait until the following output is seen (scheduler issue to be resolved)

erver. log
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4.2 NX Client

Download the NX Client for windows (or linux depending on where you want to login from)

http://www.nomachine.com/download.php

Run the installer and create a new connection with the IP Address for Amazon

MX - amazon hardy

NOMACHINE
Gereral |.-'-\d\-'anc:ed | Services | Erwvironment |Ab0ut |
—Server
Host |5-35.compute-1.amazonaws.com Foart |22
I~ Remember my password Kew ..
—Deszktop
|Uni:-c id| IKDE - Settings... |
I,
MODEM ISDM ADSL Wi LM
— Digplay
| Avvailable area =] wsoo H H [so0 H
I Use customn settings Settings... |

Delete I Save LCancel I

Login with user name
patientos
and the password you assigned earlier

You should now be able to access the Ubuntu desktop.

e-1.amazc

B3 55 S a3
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4.3 Start Client

4.3.1  Open terminal program

e mp— © |y e e e
9 Internet 3 @ Konsole - Terminal Program I
& Multimedia + | KSysGuard - Performance Monitor
@ Office 3 E KSystemlLog - System Logs Viewer

% Settings > m Legin Window
) Utilities v Metwork Tools
. Add/Remove Programs = Printing
_l .‘, Help Printing
l .| strigi - Desktop Search Services
+ ": System Settings Shared Folders
l Actions 2 ) Software Sources
f @ Run Command... ﬂ." Synaptic Package Manager
i E:I Lock Session System Monitor
Lh_. Log Out... _‘fﬂ Time and Date
ﬁ — @ e gi) Update Manager - Software Updates
i 3 L8 =

4.3.2 Run the command

cd /usr/local/patientos/086/client/bin
./patientos.sh

and login as demo/demo
| - Shell - Konsole

Session Edit WView Bookmarks Settings Help

Username: |

Fassword: |

Location: & Wast

o ] shell
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44 PatientOS on the Amazon Cloud

Now you have PatientOS with good performance ASP style on the Amazon Cloud

NX - patientos@ec2-75-101-255-36.compute-1.amazonaws.com: 1002 - amazon hardy

File Tools View Help
* ; ; -
L7 Mew patient # Patient Charts “ Reports
Patient Lists * Schedule |
August - 20035 : [ select Resource @ Template | ¥ New |+ #Edit [+ @Y Insert @Y Block & Block Time o Refresh
Sun M.. Tue Wed Thu Fri Sat WEUNESUdy AUQUSL 15 BULIEl, GAINey MU
- Time Patient Name MRN Appt Type Status
P
3 4 5 5 7 8 g gi?g Em 8 \S';':e‘re, R;chel 32 ;{outine irr?veg -
: irlow, Raine urgery rrive
10 11 12 gy 14 15 16 01:20 FM Conkle, Eudora 71 Routine Scheduled
17 18 19 20 21 22 23 |p1:30FM (0 | kifer, Clematis 82 Follo -
24 25 26 27 28 29 30 |01:40FPM @ |Alice, wilmot 21 Routing  ArTived
31 01:50 FM (0 [wilkins, Kellie E] Follo Cancelled
today Aug 27, 2008 none | [02:00 PM (0 | Black, winston 53 Fn\lnw«l
— |02:10 FM
September =||2008 2 (02:20 PM (1 | Jerome, Meville 13 surge Rescheduled
Sun M.. Tue Wed Thu Fri sat | |02:30FM @ | callison, Konnor 73 Rautin Scheduled
02:40 FM (U | Elder, Cairo z Surgel
1 2 3 4 5 6 02:50 FM (U | Conkle, Eudara 71 Raoutin Mew
78 9 10 11 12 13 ||o3:00 FM
14 15 16 17 18 19 20 ||03:10FM Insert slot at 08/13/2008 13:30
21 22 23 24 25 26 |27 |[|03:20FM 0 |Saltser, Donalda |5 |R0utin Delete slot at 08/13/2008 13:30 ‘
28 29 30 03:30 PM
03:40 FM O | Dickson, Janene | 52 | Surgery | Scheduled | ‘
03:50 PM
today Aug 27, 2008 nong | 1g4:10 PM (U | stough, Seraphina 41 Follow-up Scheduled
Octobar -||zo08|2 04:20 PM 0 | Millhouse, Ramsey 10 Routine Arrived
N 04:40 PM (V) | Conkle, Eudora 71 Surgery Scheduled
Sun M.. Tue W.. Thu Fri Sat | {o4:50 PM (U | Jerome, Neville 19 Routine Scheduled
12 32 4 05:00 PM
s 5 7 8 9 10 11 05:10 PM (\ |Phe\eps, Rita |?E |Sur’ger‘y |Schedu|ed | ‘
05:20 PM
1z 13 14 15 18 17 18
3 05:30 FM Jerome, Meville 19 Routine Scheduled ‘
19 20 21 22 23 24 25 05:40 FM W | woodward, Kourtney 58 Follow-up Arrived L]
26 (27 28 29 30 31 05:50 FM =
DEMO@DEMOPOS 20:18 UTC
A 'r\ - - r - (
:3"J| \;s = ‘_q,,‘ 25! She\.l Kensole - @Eﬂ m— Li
= @ L & Patientos K] /A 20080827
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